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Anomauyia—Yy CTATTi 3anNpPONOHOBAHO O03HAKH (PeHKOBHX
001ikOBHX 3amuciB y comianbHii Mepexi «Facebook». Ha ocHoBi
3aIPONOHOBAHMX 03HAK T4 BHKOPHCTAHHI PEHTHMHIOBHX OLIHOK
po3po0iiecH0 cHCTeMYy NiATPUMKY TPHHHATTS pillieHb TIpH
BHUSIBJICHHI (eiikoBHX 00/IIKOBHX 3alHCIB.

Abstract—The fake accounts’ attributes in social network
«Facebook» are proposed in the article. The proposed attributes
as well as rating scores are used for decision support system for
fake accounts detection developing.
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Social networks are specific places for doing special
information operations especially informational psychological
operations targeted on society [1, 2]. Hundred millions of
people around the world use social networks for
communication, reading news and so on. However, great
amount of people use social networks as a tool for
manipulation of individual and sociable mind by using
informational throws-in (mems) [3]. For manipulation people
use fake accounts in which there is no information about them
or there is false information on their profile. Using of fake
accounts is usually targeted at changing sociable mind in one
form or another and it doesn't matter the aims of people who
create fake accounts. [4].
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IL.

The research [5-11] showed that the basic categories of
fake account attributes such as likes, personal information,
statuses and posts, friends, photos can be distinguished (fig.

1).
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Fig. 1. Scheme of categories of fake account attributes



Likes [8] can be distinguished by the attributes of their
quantity and people who leaved likes on a page. Likes can be
leaved by friends or strangers. Quantity of likes also has
meaning for indicating fakes. If a user has more likes on a post
than quantity his/her friends, it could mean that user has got
that likes illegally. Lack of likes on a page also shows the
user's isolation and as a result — fake.

Parameters of the fake attributes model in a category
"Likes" are written in a form of tuples:

LIKES = {FROM; QUANTITY}

Personal information on a page [8-9] can show a lot about
fake or real status of user. Personal information can be shared
on user's name, birthday, quantity of information about user,
contradictory information and private information for future
analysis.

Birthday has attributes that show fakeness of account. Fake
users often don't mind about detailed filling of their pages and
leave birthday as default (usually the 1¥ of January). There is a
possible situation when user's age is doubtful or doesn't match
with other dates on the page. For example, user is fifteen but
other information on the page says that user leaved a
university ten years ago.

User's name is difficult to analyze because a lot of people
with the same name and surname exist. But user's name
should be checked if it matches with a names of celebrities.
Also it should be checked if user's name is typical for user's
country.

Lack or minor amount of personal information on user's
profile proves that a user doesn't want him/her to be identified
by other users. So it's a prove of fake account.

Contradictory information on a page is one of the authentic
attributes of fakes but it needs difficult analyzing. For
example, post information does not correspond to profile
information or user's groups do not correspond to user's
interests.

E-mail and mobile phone number also concerns to personal
information about user. Users seldom put such private
information in open access except of fake accounts or special
advertising accounts.

Parameters of fake attributes model in category "Personal
information about user" are written in a form of tuples:

PERSONAL INFORMATION ABOUT USER {DATE OF
BIRTH; USER NAME; NUMBER OF INFORMATION;
CONTRADICTORY INFORMATION; PRIVATE INFORMATION}

Statuses and posts on a page should be analyzed as one
because their difference is only in their location on the page.
They can be analyzed by such attributes: update/create
frequency and comments. Statuses and posts are usually used
for advertisement [10].

Posts and statuses update/create frequency indicates a
user's activity. If posts or statuses are created seldom or too
often, it's one of the fake sings. If a user added a post/status a
long time ago and doesn't update it during long period of time,
there is a probability that the account is fake.

Quantity of comments also shows a profile’s activity. Lack
or great amount of comments is usually belonged to fake
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accounts. Comments can be leaved by user's friends or
strangers.

Parameters of fake attributes model in a category "Statuses
and posts" are written in a form of tuples:

STATUSES AND POSTS ON PAGE = {ADVERTISING; UPDATES;
COMMENTS}

User's friends” analyzing is very important for fake
detection because it shows the profile activity in a social
network and user's interests [11].

It's difficult to analyze fakeness dependence of user's
friends because it's necessary to analyze friends themselves to
make right conclusion about fakeness of a profile. For
example, if a user has friends that are fakes, there is a
possibility that the user is a fake. If a user doesn't have
friends, there is a great possibility that his/her profile is used
for purposes other than communication with people. Big
amount of friends got for short period of time after profile
creation cause suspicions, so that profile is probably fake.

Parameters of fake attributes model in a category "Friends"
are written in a form of tuples:

FRIENDS = {NUMBER OF FRIENDS; INFORMATION ABOUT
FRIENDS}

User's photos' analyzing is also very important and at the
same time the most difficult part of the fake accounts analysis.
Firstly, lack of photos on avatar and in albums means that this
profile is a fake. Secondly, if there are photos on a page, they
should be analyzed anyway. Those photos can match with
other pictures in the Internet or with other users’ photos. A
user can upload photos of celebrities, animals, other objects
instead of his/her real photos. Quantity of photos is also an
important attribute because if there is large or small number of
photos, it means that the account is a fake, or that the user is
not active appropriately.

Parameters of fake attributes model in a category "Photos"
are written in a form of tuples:

PHOTO = {PHOTOES ON PROFILE; AVATAR; COVER}

Of course, separately these criteria cannot point on the
fakeness of a profile clearly because system of criteria analysis
only can question the certainty of account.

For a more trustworthy definition of profile status it's
necessary to use the analysis with as large as possible number
of criteria [12-13].

In this article other important parameters of accounts aren't
considered such as page creation time, speed of friends adding
and connections with each other. These and other parameters
will be considered in a future research.

III.

For decision system about fakeness of account the rating
scores method was proposed that allows taking into account
the weight coefficients of parameters’ significance and
evaluate information that is divided into categories [7].

Let the system evaluates by n parameters, x; — values of i
parameter. The representation of the rating system is a linear
convolution, the mathematical model of which is written in the
form below (1) [14]:

RATING DECISION SUPPORT SYSTEM



n
F=22x%, ()

i=l

where 4; is a weight of x; parameter, which is determined by
an expert.

Based on the rating approach and multivariate analysis, a
group of rating assessments of indicators is developed and a
link between them is established. The application of the rating
approach implies that rankings are assigned to all groups of
factors.

Let the system of evaluated attributes be described on the
basis of a given set of indicators, such as X = (x;, ..., X;, ..., X,).
Indicators may be heterogeneous: numeric, logical, lexical,
vector, etc. To operate heterogeneous indicators for each of
them a normalized function is introduced, which any value of
x; values translates into a set of real values on the segment [0;
1], then 0 < x;< 1. Rationing can lead to overestimation or
underestimation of the actual indicator, but this negative effect
is neutralized by inputting a weighting factor for each
indicator, which is determined by the empirical method
(expert estimation method). If some dependence of the
indicators among themselves exists, it is necessary to take into
account the mixed constructions, where coefficients are the
coefficients of correlation of the corresponding pair.

If weighing ratios are selected under normalization, then
the target function will act as a ranking on the appropriate
level of the system hierarchy. In order that the process of
rating approach has the maximum effect, the indicators of all
factors must be involved. This condition is automatically
executed when the rating score for each level of the hierarchy
coincides with the target function. Integral ranking reflects the
priorities of the indicators. The formation of these indicators,
and hence the formation of a ranking, in this paper is carried
out by experts.

IV. EXPERIMENTAL STUDIES

To work with the social networking data in Facebook, the
Python programming language and the Facebook-SDK library
were selected [15]. In order to gain access to user information
on the Facebook social network, one must obtain an
authentication token that specifies the rights of the developer
to access the data in Facebook. Fig. 2 shows the process of
getting data about user from social network «Facebook» using
Facebook-SDK library.

Facebook SDK Facebook database
request
__ T
Ill——»mmmwaa data
Website < response
Wi ebs?te database

Fig. 2. Algorithm of getting data for research from social network «Facebook»

The designed software consists of modules that read the
user information and analyze it. Modules were developed to
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allow reading and processing information about user's friends,
profile photos, photo tags, background photos, number of
posts, user's birthday, personal information, page updates, user
name, likes on posts and likes, that the user has placed (fig. 1).

As an indicator, a system of scores is selected, indicating
that the user account is a fake one [6-7]. Each of the
parameters in the analysis receives a certain number of points
from 1 to 5. So, 100 points shows that the account is a fake,
and 0 points shows that it is a real one. Different weight
coefficients from 1 to 3 were chosen for different categories,
based on expert knowledge. If the result of the research is
from 10 to 45 points, then the system decides that the account
is real, from 55 to 100 points - the account is a fake. However,
if the result is in the range of 45 to 55 points - further studies
should be conducted. As a result, the output and detailed
information about the criteria that influenced the outcome are
displayed on the screen. Fig.3 shows the application window
indicating that the account is a fake. Fakeness is indicated by
the lack of information about user, the lack of likes and photo

tags, as well as the absence of likes on the very few user posts.
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Fig. 3. Look of program window with detected fake account

Fig. 4 shows the application window indicating that the
user turned out to be real. Indicators of fakeness in this case
are incompletely filled account profile and a little number of
likes, which is quite normal for real users, that is why the
significant criteria of fakeness did not affect the result.
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Fig. 4. Look of program window with detected real account



For objective testing of the software, various user accounts
were checked on the Facebook social network, which included
both fake and real accounts. The results of analysis of 21
accounts are shown in the table 1.

TABLE 1. THE RESULTS OF ANALYSIS OF 21 ACCOUNTS
User Account status Prog: ram result, Prog. ram

points conclusion
Vitalii Holovenko Real 37,8 Real

Tambana Real 45,9 Not defined

T'onoBeHbkO

OleksandrTopchii Fake 67,5 Fake
IvanVorobyov Real 19,8 Real
Alex Rudyk Fake 90,0 Fake
Ospra 'naTrox Real 21,6 Real
ITerpo IletpoBuy Fake 96,3 Fake
Andrii Beatle Fake 62,1 Fake
Keka OneitHUK Real 34,2 Real

Bnauucnaus Real 54,0 Not defined

Kpyrosoii

Ouecst BoitoBuy Real 48,6 Not defined
Talii Santie Fake 77,4 Fake
Jenny Rahl Fake 70.2 Fake

Sergey

Hubchakevych Real 28,8 Real
I'eopruii Boihs Fake 87,3 Fake
Alice Black Fake 66,6 Fake
Liliana Vess Fake 69,3 Fake
Konrad Von H. Fake 67,5 Fake
Cepreii Tapaxrta Real 243 Real
VBan IlerpoB Fake 44,8 Real
Fin Age Fake 65,7 Fake

Taking into account the results obtained, we can conclude
the reliability of the results obtained by the software is 81%.

CONCLUSION

Main attributes of accounts in social network «Facebook»
that allows to detect fake accounts were considered and
analyzed. Each of attributes by their possible parameters and
influence on account status were analyzed. Each of attributes
is divided into categories and appropriate tuples were formed.

Attribute model for detection fake accounts that includes
categories such as likes, personal information, statuses and
posts, friends, photos was proposed.
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Rating decision support system for fake accounts detection
in social network «Facebook» is developed. Experimental
research shows the decision support system certainty is 0,8.

To improve certainty of decision support system it's
planned to analyze more social network's parameters and
reduce the dimensionality of the feature space.
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