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Anomayia—3anponoHOBaHO MeTo. riopuaHoi
O0aratodakropHoi ayreHTHdikanii By3JiB y nipuHrosiii mepe:xi.
Meton mnependauyae ayreHtu(ikaimio sik HOBOro BYy3Ja, Tak i
Binomoro. Ilependauyae BUKOPHCTAHHS 3aBYACHO BH3HAYEHHX
itenTudikaTopis, 10Kka3y HyJb0BOr0 3HAHHS Ta Mepexy J0BipH.
Po3podsieHuii MeTOJ BHKOPHUCTOBYETHCA JJIsi MiABHINEHHS
3aXMIIEHOCTi NiPHHIOBUX Mepex

Abstract—A method of hybrid multifactor authentication of
nodes in a peer-to-peer network is proposed. The method provides
authentication of both a new node and a known one. It includes the
use of pre-defined identifiers, zero-knowledge proof, and a
network of trust. The developed method is used to increase the
security of peering networks

Knrwowuoei cnoea—nipunzoea mepexca; aymenmuikayis;
Mmepedxca 008ipu; 00KA3 HYIb06020 3HAHHA; MOKEH O00CHYny;
wugpysanns; cepeep; KOMyHikayia; ioenmugpikamop
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I. BcTyn
Ha cporogmimmHiii JgeHb  JOOM  BHUKOPUCTOBYIOTH

pi3HOMaHITHI TporpaMH Ta CcepBicM JUIA  3AIHCHEHHA
KOMYHIKaIii Mk cobor0. BogHo4ac i3 UM 3aXUCT TAHUX CTa€
BCe OUTBII KPUTHYHUM 3aBJAHHAM y Cy4acCHOMY HH(POBOMY
ceiti [1]. 3asBuuail mmathopMu ATA  KOMYHIiKamii €
3arajbHOJIOCTYIIHUMH ~Ta  IependavdaoTh  BHKOPUCTAHHS
LEHTPAIBHOTO CepBepa, KM € OCHOBHOIO JIAHKOIO Y BCiH
KOMyHikamii Ta 30epirae yci pgami. IIpore, HaBiTh 3
ypaxyBaHHSM TOTO, L0 BUKOPHCTOBYIOTHCS pPI3HOMaHITHI
KkpunTorpadivHi alTOPUTMH Ta iHIINI METOAM 3aXWCTy TaHUX,
BUKOPHUCTAaHHS LIEHTPAIBHOTO CepBEpa Mae psii HENOJIKIB,
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0COOJIMBO, KOJIM 3/1MCHIOETHCS KOPIIOpATHBHA KOMYHIKallis,
aJDKe KOPIIOpATHBHI JaHi € KOHQIACHIIHHIMU 1 HE TOBHHHI
MNOTPAIMUTH y PYKH 3JTI0BMUCHHKA.

Hdis  3abe3neueHHss KOH(MIIEHIIHHOCTI KOPIOPATHBHUX
JIAHUX BHKOPHUCTOBYIOTHCSI MipuHroBi Mepexi (P2P), o
CIpsSIMOBaHI Ha 3a0e3MeYeHHS IIUTICHOCTi, OCTYIHOCTI Ta
KOH(IACHIIIMHOCTI 0OMiHIOBaHUX JaHMX. [lipMHTOBI Mepexi —
e BUJ MEpeX, /¢ YJaCHHKH OOMIHIOIOTBCS JaHUMH 0e3
HeHTpaizoBaHoro cepsepa [2]. Bouu craioth Bce OGinbin
TIOITYJIIPHAMM, ajie ¥ poOJATh MUTaHHA KOH(IICHIIHHOCTI 1Ie

Outbil  rocTpuM.  [lepIIOYeproBHM  IOCTAE  MUTAHHS
ayreHTH(iKamii By3miB Yy MmipHHTOBiH Mepexi. UYepes
HamiBAOBipeHHH xapakTep Mepex P2P  ayrentudikaris

Bi[liTpa€ BAXUIIMBY pONIb B IACHTU(]IKAIl KOpHCTyBada B
MepeXi, aBTEHTUYHOCTI Ta MJIICHOCTI 00MiHy iHpOpMartiiero. Y
JCHCHTPATI30BaHUX  Mepekax  peasli3yBaTH  MEXaHi3M
ayTeHTH(IKaNii JOCUTh CKJIAAHO, OCKITBKH HEMAaE €IUHOTO
JIOCTOBIpHOTO  JpKepena — iHQopmamii, oo  HiITBEPIUTH
IIGHTUYHICTh KOpUCTyBadya. ToMmy akTyaJbHUM € po3poOka
MeTOJy ayTeHTH(iKaIlii By3JiB y MpUHTOBi Mepexi, mo Oyxae
3a0e3nedyBaTH BUCOKY HaJlii{HICTh Ta €EKTUBHICTb MTPOIIECY.

Il. PE3YJIBTATHU JOCJIPKEHHS

AyrteHtudikanis € HalHBajXIMBIIIMM acleKTOM Oe3leKn
MPUHTOBUX MEPEXK. 3arajaom, ayTeHTU(IKaIlisg — e TpoIerypa
BCTaHOBJICHHS HAJIC)KHOCTI KOPUCTYBa4eBi Ipe1 IBJICHOTO HUM
inentudikaropa [3]. Ayrentudikauis € omHodakTOopHa Ta
OaratodakTopHa (Ae 40 yBarm OepeTbcs aBa YW Oinbine
(axTopiB).

Y mipuHTOBHX Mepexax iCHye 3 Tiaxomu 3IiHCHEHHS
ayTeHTH(]IKaIil KOpUCTYBaYiB:
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e  3aByacHO  Bu3HaueHi ifgeHTH(dikatopu. Bonnm
BHIAIOTECS B PYYHOMY PEeXUMi, a00 MOXYTh OyTH HaiciaHi
CTOPOHHIM nporpamMHuM 3ade3neueHHsM (113). Pyunuii pesxum
€ TOCUTH HaliIHIM, TIPOTE HEaBTOMATH30BAaHUH Ta CKJIATHAN Y
BukopuctanHi [4]. Hancunanus igeHTH]iKaTOpa iHIIOMY
BY3JIy 3B JOIIOMOTOIO CTOpPOHHBOTO 13 € moBomi 3pyyHHM, ane
MEHIIl HAIHHUM CIOCOOOM, OCKUIBKH ineHTH(IKAINHHI qaHi
MOXKYTb IIOTPAITUTH y PYKH 3JIOBMHCHHKA.

. Mepexa nosipu (web of trust). Boepie 111 koHmemniris
6yna npencrasiaena dimom Ilimmepmanom y 1992 pomi [5].
Meperxka IOBIpU J103BOJISIE BUPILIMTH MPOOIEMY BiICYTHOCTI
IOBIPEHOTO IIEHTPAJIbHOTO oOpraHy. PeamisyeTbcs 1e 3a
JIOTIOMOTO0 TPUHLMUITY TpaH3WTHBHOCTI. Hampukmaz, skio

noBipsic By3Iy , a By3on - TOBipsIe
‘_ MOJKE JOBIPSITH BY3ITY | g =]

, a ODKe, BCTAHOBIIOBATH 3 €QHAHHSA JUI I1OJAJIbLIOL
KOMYHIKaIlii.

. JHoxka3s aynpoBoro 3HaaH: ([{H3). [Tonsrae B Tomy, mo
OJlHa CTOPOHA JOBOJWTH IHIIIH, IO TBEPIKCHHS € ICTHHHHM,
ame 0e3 pO3KpUTTS Oyap-skoi iHImOI iHpoOpMarii, OKpiM
JIOCTOBIPHOCTI TBep pKeHHs. KOoHIenIis, 110 JeKUTh B OCHOBI
JIH3, mependavae mepeBipky BepH(IKaTOpPOM % IO BY30I
[ @ =] 3HafioMuii i3 CEKpeTOM, MpU LBOMY CaM CEKPET He

nepenacThes BepudikaTopy %[6]. [epeBipka 3miHCHIOETHCS
3aBISKM TIOCTAaHOBKM pI3HMX 3alMTaHb Ta IIEPEBIpPKH
BIIIOBIZEH.

JIJis 3MEHIIEHHS PU3MKY HECaHKIIOHOBAHOTO IOCTYITy Ta
MiABUICHHS 3arajJbHOTO pIiBHA Oe3lmekn Mepexi Oyio
NpUHHATO pimleHHS OO0’€IHATH  BHUILNEONHCAHI METOIU
ayrentu(ikamii. Ile moB’s3aHO 3 THM, MO0 OJHOCTOPOHHBOT
ayreHTU(diKalil y TIPUHTOBUX MeEpexax HeJIO0CTaTHbO,
OCKUJIbKH 1I€ € Bpa3JMBICTIO N0 arak «JIroauHa mocepeanHi»
[7]. BukopucraHHs nuie I[IEHTPAJBHOTO CEPBEPY € HE
3abe3mneuye JOCTaTHIM piBeHb OE3MEeKH Ta BiAMOBOCTIMKOCTI,
OCKUITBKH MOKEe OyTH 31aMaHui (HampukiIag MetoaoM «Brute-
force» abo «I'pyboi cmim» UM 3a JONOMOIOK aTaKH
«Mackapag»), 1 Tomi B pyKH 3JI0OBMHCHHKA HOTPAIlIsATh
inentudikauniini gani By3miB [8]. Bukopucranus wiie
3aBYaCHO BH3HAYCHUX 1JICHTHU(IKATOPiB HEMOXJHMBE 32
paxyHOK BEJIMKOi CKJIQJHOCTI MacIITa0yBaHHS MEpexi,
OCKiTbKM HeoOximHa (i3myHa MPHUCYTHICTH KOPUCTYBadiB (3a
YMOBH HEBHKOPHCTAHHS CTOPOHHIX KaHANiB 3B S3Ky IUIS
MOIMPEeHHs iMeHTH(IKalifHNX naHuXx). Mepexa IOBipH €
MEXaHI3MOM, SIKHH TIpaIfoe JIUIIe y TOEAHAHHI 3 IHIIMMH
METOJIaMH, OCKIJIBKH MaroTh Oyt NOIEPEHBO
ayTeHTH(]iKOBaHi IHITMMHU METOJIaMH BY3JIH, SIKi TIOTIM MOXYTh
OyTn B3a€EMHO ayTeHTH(}IKOBaHI 3a TPHHIMIIOM Mepexi
JoBipH. BuKopucTaHHS 0Ka3y HyJILOBOTO 3HAHHS € JIOCHUTbH
e(peKTuBHUM crocoOoM ayTeHTH(ikamii By3JiB, IpoTe
HEOOXiTHO MaTW SKHHCh ceKpeT i Bepudikamii, i s
HaJlIHHOCTI 1Iel CeKpeT NOBUHEH OyTH 3reHepOBaHUI TPETHOIO

ctopoHor0. TakuM 4YHHOM, BY3Jy MIPUHTOBOI MeEpexi
HEOOXiTHO 3MIHCHATH ribpunHy GaraTodakTopHy
ayTeHTH(iKaIlifo, 00 BKIOYaE B cebe BUKOPHUCTaHHS

LEHTPAILHOIO CepBepa Ul MEpUIOro eTaly Ta iHIIWE B30I
U APYTOTr0. YYacHUK, IO X09e JOE€THATHCH 10 MEPEexi MoXKe

OyTu sIKk HOBUM (Oyze NMepLIMM Y4acHHKOM HiIMepexi), Tak i
BioMuUM (TOH, IO BCTAHOBIIOE 3’€MHAHHA 3 ICHYIOYOIO
TMAMEPEKeI0).

3.  HoBuit abo BigomMuil y4acHHK

SKUHA XO0Ye

npueaHaTucs 10 Mepexi Ld; moBuHeH nepmioueproso mpoiitu
npoueaypy ayTeHTH¢ikamii & 32 JIONOMOIOI0  KIIE€HT-
cepBepHOT yacTHHH ri0puaHoi nmipuHrosoi mepexi. Leii mpouec
nepefdavyae TEpPeBipKy Ta MIATBEPIKCHHS 1JICHTUYHOCTI
HoBoro ydachuka. Ilicma ycnimmoi ayrentudikamii [g -]
uepes cepBep, YUACHUK OTPHMYE YHIKaNbHHH ineHTH(IKATOp
Q:Ta HaOip KI0YiB ] ne CUMETPUYHUH KoY

st mrbpyBaHHs CITY)KOOBHX NaHUX, a — mapa KIJIOYiB

(myOniuemit Ta TpuBaTHHUK), MO OyIde BUKOPHUCTAHWN IS
HACKpi3HOTO mMu(pyBaHHA IPH KOMYHIKaIlii [BoxX By3miB. Jaumi
YYacHHK OTPHMYE TOKEH JOCTYIy IO cepBepy (access token).
CepBep peecTpye iaTy 4yac BHIadi TokeHa. Lle came 3Ha4eHHS i
3ammdpoBaHe B CaMOMy TOKeHi. TakoXX TOKEH MICTHTh
CUMETPUYHUN  KIIIOY, SAKUHA  BHUKOPUCTOBYETbCA IS
g pyBaHHS 0OMIHIOBaHHX 3 CEPBEPOM JlaHuX. Buieonucani
JlaHI € BAaXJIMBOIO CKJIQJIOBOIO /IS BH3HAUYEHHS 4YacOBOTO
KOHTEKCTy Ta OyJQyThb BHKOpDHCTaHi U  I[OJJIBIIOL
ayTeHTH(]iKawii.

4. Skmo By30J HE € HOBHM, TO HICNIsl YCIIIIHOT
cepBepHOi  ayTeHTU(]IKALl, BY30I ;‘ OOMIHIOETBCSI
IICHTU(IKAIITHAMU JaHUMHU 3 By3n0 “ i OdiKye
pesynbrary Bepubikamii, mo BiXOyBacThCS 3a JOMOMOTOIO
JI0Ka3y HyJbpoBoro 3HaHHS. Cy0’€KTOM NHeEepeBIpKH BHCTYIA€
TOKEH JIOCTYIy By3Jia ;, BinfyBaeThcst 0OMiH JaHUME Y
opMaTi IUTAHHS-BIAMIOBIAK, a came (puc. 1):

a. Byson &Haﬂcnnae 3alUT O Yy4YacHHUKA 100

OTpUMaTH y BINOBIAB ajpecy cepBepa. YuacHuK | g-Hancunae

BiAMOBIAb. By3oi MOPIBHIOE 11 3 THUM, MO BiIOMO HOMY.
SKmio 3HaYeHHS piBHI, TO BepUiKaTOp (BY301 [ ]) IEPEXOTUTh

J0 HACTYNHOTO NHMTaHHA. B iHmOMy BHHaxky mpolec
3YIHHSETBCA, 1 yYacHHUK @ﬂoz[aen,c;{ Yy YOpHHUH CIIMCOK

HiIMeperKi, OCKIIbKH MOXe OyTH 3JI0BMUCHHUM. TakuM YMHOM

‘ W] | — pesymbrar, QyHKIIis

HAAHHS BIAMOBIAI YYaCHHKOM Ta MNHUTaHHS Bepudikartopa
BIIOBIIHO.

b. Byson &Haacnnae 3alUT yYaCHHUKY

1 oUiKye y
BIAMOBIZH JAaTy Ta 4Yac BHUAA4Yi TOKeHa. TakoXK BYy30I

HaJICHJIa€ 3aIlUT Ha cepBep abu OTpUMaTH JaHi Mpo JaTy Ta yac
BU/a4i TOKEHY IO IEBHOMY iJeHTH(dIKaTopy, a came II0
ineHTH(IKaTOpPY By3i1a (pu bOMY Hi By3011, Hi CEpBep He

3HAIOTh CAaMOTO TOKEHa, 10 i xapakrepHo mis JTH3). Sxmio
BIIMIOBIZIb YYaCHUKA Ta cepBepa OJHAKOBi, BepudikaTop

MEePEXOAUTh 10 HACTYITHOTO 3alUTAaHHA. B iHIIOMY BHUTIAAKY
MPOIIeC 3YNUHSAEThCS, 1 yYaCHUK JIOJAETHCST 'y UYOPHUH

CITHCOK ITiIMEPEXi, OCKITbKH MOXKe OyTH 3JIOBMUCHUM. Takum

e (g B

YHUHOM
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I_H_;], — pe3ynbTar, pyHKIls HaJaHHs BiAMOBiIi, MATAHHS

Ta BiATIOBib HA 3aIUT IO CEpBEpa BiANOBITHO.
C. Bysox [] reHepye IceBIOBUIAIKOBY ITOCIiTOBHICTD

qHcell 1 HAJCWIIAE 3alUT YYaCHUKY IE mo0 BiH 3ammppyBas

Horo cBoiM KJIOYeM 3 TOKeHa. Takoxk Takuil caMuil 3amuT
HAJICWJIA€ThCS Ha cepBep 1 OUIKyeTbCcs Y  BiJIOBiAB
3amm@ppoBaHe 3HAUCHHS 3 CepBepa 1 Bijl y4acHUKA. Y BHUIIAJIKY,
SIKIIO BiJIOBIB cepBepa Taka X, 10 i y4acHHKa | - To eTtan

Bepudikanii € yCminiHO 3aBepIIeHUM. [HaKile — y4acHHK @

JIOJTAETHCSL 0 YOPHOTO CIHUCKY IMiIMEpPEeXki, OCKITBKA MOXKE
oyTH 3JI0BMHCHHM. Taxmm YHHOM

= } e ) 5
].— pesynbrar, dyHKUiA HagaHHA BI/MOBI, MUTaHHA Ta

BIJIIIOBiJIb HA 3aIIHT J0 CepBEpa BiAIOBITHO.
Ie & — MHOXHHA pe3yJbTaTiB

BiAMoOBife## Ha mnuTaHHA Bepubikaropa, TOBHHHI MaTH
3HAYCHHS «ICTHHWY, 1[0 O3Ha4ae ycmimHy Bepudikamiro. Taii
BY30JI &Haucymae BY3IIy @ yCI0 HEOOXigHy Ciyk60By
iHpopMaIlio.

flka appeca cepsepa

Agpeca cepsepa H
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- Sawwdpysarti NOCNIAOBHICTL Y1cen '

-

BawwudposaHa BHICTb Yncen
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Puc. 1.[liarpama nocnioBHOCTeH mpoliecy Bepudikaii By3na

Ha ocHOBI MeTomy Mepexi IOBIpH, BY301 IE MOKeE

3MIACHIOBATA OOMiH JaHUMH 3 IHIIUMH By3JIaMH IiJMEPEKI.

OCKIJIbKH BY3011 G;Bepﬂ(l)iKyBaB BY301 @ 1 BiH € 4aCTHHOIO
MiIMEpexi, a TaKoX BY30J 3IIMCHIOE KOMYHIKaLilo 3
MIEBHUM BY3JIOM TO 32 IIPUHLUIIAMH MEpPEeXi TOBIpH, By30JI
@SMO)KG BCTAaHOBUTH 3’ €THAHHS 3 BY3JIOM &663 mporecy
MIPOXO/pKeHHsT Bepudikanii (ane 3HarouM ifeHTUdIKaTOp).

dopManbHO,

Takum

=
YMHOM, Ha OCHOBI IPHHIUITY MEPEXi JIOBIpH, BY30J @MO)KG

3IICHIOBATH KOMYHIKAIilo 3

Takum  guHOM, pos;%neHo MeTon  TiOpmaHO1
OaratogakTopHOoi ayreHTH(iKamii BY3JTiB y MipHHTOBIH
Mepexi. Merox o00’emHye B co0i TpH OCHOBHI METOAU
ayTeHTH(IKaMii: 3aBYaCHO BH3HAYCHI iACHTU]IKATOPH, TOKa3
HYJIbOBOT'O 3HaHHS Ta MEPEXKY JOBIpH

BUCHOBKU

Po3pobiieno  meron  ayreHTudikaumii  By3miB Yy
JICLCHTpaTi30BaHii Mepexi. AyTeHTudikauis € TiOpUIHOI0
0arato(hakTOpPHOIO, 10 TMOEAHYE y cOOI 3aBYACHO BH3HAUYCHI
ineHTH(IKaTOpH, TOKA3 HYJIHOBOT'O 3HAHHS Ta MEPEXKY IOBIPH.
Takoxx mependavyac BHKOPHCTAHHS cCepBepa M IEpIIOro
eTarry ayTeHTH]IKaIlil.

Po3po0Oiennit MeTo BUKOPUCTOBYETHCS IUIS ITiJBHILCHHS
3aXMIICHOCTI MIpUHIOBHX Mepex. [lepeBaroro Merony €
MOJKJIMBICTh OJIOKYBaHHSI IOTCHIIIHO 3JI0BMUCHHX BY3IIiB J0
iX TpuemHAaHHA 1O Mepexi. Yci Kpoku ayteHTH(ikamii
3a0e3nedyroTh 11 BUCOKY HaJliHICTh Ta e()eKTUBHICTS.
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